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(57) Abstract 



A method for programming a microprocessor system (1) embodied within a circuit board (8) adapted for installation into a computer 
is disclosed. Firmware of the microprocessor system is stored in a flash memory device (2). This firmware is updated with computer 
programs downloaded into the flash memory from a host computer system (7). 
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UPDATING FIRMWARE 



BACKGROUND OF THE INVENTION 

1 . Field of tihe Inven-tion . 

This invention generally relates to microprocessor- 
based systems, and more particularly to a method for 
updating the firmware of a microprocessor system which 
stores its firmware in a programmable memory. 

2 . Description of the ReJated Art. 

in addition to their use as general purpose computers, 
microprocessor systems may be designed to perform a 
dedicated application or to fulfill a specific operational 
requirement. These systems are usually embodied within 
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printed circuit cards (also .nown as boards) adapted for 
xnst:allation into a personal computer (Pc,, and for this 
reason have beco.e known as "Pc cards." Exa^nles of these 
types Of systems include graphics accelerator boards 
emulation boards, self-test diagnostip cards, adapter 
cards, and fra.e grabber cards designed to perform a 
variety of image processing functions. 

The "firmware" of a microprocessor systen> refers to 
control and application programs stored in a non-volatile 
-mory which are used to drive a microprocessor to perfor. 
^ts dedicated application. As a general rule 

mxcroprocessor system firmware will not be altered once 
faxed in a non-volatile memory by the manufacturer, but 
there are some exceptions. Firmware must be updated, for 
example, whenever the microprocessor system is rec^ired to 
perform functions or fulfill requirements different fro. 
those originally intended, or to correct errors in the 
firmware which were not detected at the time of 
manufacture. 

How the firmware of a microprocessor system is updated 
is a function of the particular type of non-volatile memory 
used to store the firmware. Conventional microprocessor ' 
systems use erasable programmable read only memories \ 
(EPROMs) to perform this task. 
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nndate rhe firmware of an EPROM-based 
In order ro update i^ne 

„icrcpr=eessc. .vs«„, t.e .card ...Cyin, .he sys.e„ .irst 
„us. removed fro. .he personal =o»pu«. in which it iS 

4. <«-iT,rT the system firmware then 
installed. The EPROM containing the sys^ 

w K^/ a skilled technician and 

must be removed from the board by a sKxlxe 

r.^^ EPROM bearing the updated 
either replaced with a new EPROM 

«^ «»ih-i acted to a reprogramiBing 
version of the firmware or sub^ectea 

entire contents of the 
process, which involves erasing the entire 

• 1 In «ht and reprogranuning the EPROM 
EPROM using ultraviolet light ana c-e^ 

usin. Known .e.hods. Finally, .he board containing the 
updated firmware .ust be reinstalled into the personal 

computer . 

There are a number of drawbacks associated with 
updating firmware stored in an EPROM. First, the need for 
a technician to perform the update makes the process a 
costly and time-consuming endeavor. Second, the updating 
process is mired with inefficiencies because of limitations 
inherent in EPROM-type memories. For example, EPROMs have 
long write times and are unable to be selectively updated. 
All of these drawbacks make the EPROM less than ideal for 
storing the firmware of a microprocessor system. 

Other systems, such as the one disclosed in U.S. 
Patent No. 5,210,854 to Beaverton et al., use electrically 
erasable programmable read only memories (EEPROMs) to store 
firmware. An EEPROM-type memory is preferable to an EPROM 
because the former may be updated without requiring a 
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to re„,ove the board. .^is 
enough to lower the cost . . • ^^-antage alone is 

— . P.oee. oo^parl ^^Zr ^ ^"^^^^^ ^ ^ 

— a.o o. . seieot.: \. ::r-- — • 

^-ter write ti.es co.par . • '"^ demonstrate 

^o^Pared with EPRoMs. 

"sing an eeprom to store th 
"Microprocessor systen, • firmware of a 

"■-^ory crevices. -0">Pared with other 

. EEPROMs must 

'"•impendent, o„-.„„, ^"POO".,, ^ 

t^KJwer sources u/h i r-K 
space and add to th« consume board 

"icroprocessor system. „ , """^ EEPHoM-basM 

--^ -u.. jjr:::;:""'"'' ^^^^^^ 

vw-LaT:ij.e mass stnr-arv^ -a 
operate off of the oow 

the power supply of a personal ^ 

personal computer. 

Another patent, us p.^- ^ 

- --'.".ur.n, ^ 



Microprocessor svsto^o 

systems are diffp»-or,-v « 
systems. For , 'different from PGA-based 

example, microprocessor 
programmed with • P^°==essor systems can be 

^^th appropriate firmware to perform 
variety of functions Th., ^ ''^'^^ 

- These systems generally are limited 
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only by the imagination of the firmware designer. In 
contrast, PGA-based systems are hardware-based devices 
limited by the number of gates on the PGA chip. These 
systems therefore can perform comparatively fewer functions 
than microprocessor systems. 

Also, programming a microprocessor system is different 
from programming a PGA-based system. The type of firmware 
used to drive a microprocessor system can be varying and 
diverse. In contrast, the software of a PGA-based system 
can only be of a type designed to reconfigure the gates of 
the PGA to perform its limited function, as in the case of 
the Weiss system where the operating software can only be 
of a type designed to facilitate communication between the 
Weiss telephone and the service bureaus. 

In view of the drawbacks associated with the methods 
and systems discussed above, a need exists for a method for 
programming a microprocessor system to perform a wide 
variety of functions, and more specifically for a method 
for updating the firmware of a microprocessor system, which 
method can be accomplished without having to remove the 
memory chip containing the firmware from its board and 
without realizing the disadvantages associated with systems 
which use conventional programmable memory devices. 
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SOfMARV OF THE i.wektion 

" « P>:incipal objective of th. 
'» provide . , P'^"-"': invention 

~ =™.te. i„ : — - — «.e 

use =o„ve„tio„.i or «th sy,te„, 

' progra»„.ble memories. 

" " "Other Objective of tbe 
P-vide a ""-"t invention to 

updating the f< 

microprocessor svst.n, k- firmware of a 

^ system which r-a« u 

« - operating ..^tem of t e """"^^'^ 
" " instailed. '"""^^ ""P"- - Which 

" " "Other Objective of th= 

P--^-'- . method for . *° 

updating the f,>- 

"^Uirin, an, assistance from without 

"« from a skilled technician. 

" i= another objective of th. 
~ a PC card which stores f iU 

"Oich dees not require " ' """"'^ ^'"i" 

aoes not re: :: '''^ "-"^ 

=-entio„al program L -,es associated with 

i'^agranunable memories. 

and other objectives of th • 
are achieved by sto^,- invention - 

y storing the firmware of a 

Of a microprocessor 



wo 96/02034 W W PCT/US95/07872 

7 

system in one or ir^ore on-board FLASH memory devices which, 
because they are able to operate from the power supply of 
a personal computer, are more economical and reliable to 
use than conventional non-volatile programmable read-only 
memory devices. FLASH memory systems are more desirable to 
use than conventional non-volatile programmable memory 
systems because they demonstrate faster write times. 

A PC card embodying a microprocessor system whose 
firmware may be updated in accordance with the method of 
the present invention includes: 1) a microprocessor; 2) at 
least one FLASH memory chip; 3) a program loader; 4) an 
update module; and 5) a serial port for enabling the 
microprocessor to communicate with a peripheral unit. 

A preferred embodiment of the method of the present 
invention involves: interrogating an on-board serial data 
port for the presence of a signal from a host computer; 
shifting control of an on-board program loader and update 
module to the host computer when such a signal is detected; 
downloading one or more computer programs from the host 
computer into the program loader; and updating, under the 
control of the update module, the firmware stored in the 
FLASH memories with the computer programs stored in the 
program loader. 
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B„I„ or THE P«„i„,3 

'■'^"^ I i= . , Microprocessor . 

includes at least one flash „ " ""='> 

— ..X .e up.,,,, 

upaated m accordance wi^n 

P"-„t invention. """"^ « 



--in"::::!:, :/::: ^-^^-^ — 

the present invention. 

"^-a.: " • "^^^ 

--in a 7""^-^ — - - e„.o.ie. 

^ ''^^^ adapted for install 

— ^ ..Citectures ^I^^^ " 

J.i3A, VME, or vxi. 

PC card preferably has . 
«nfiguration desian i . generic card 

on aesagn including holes rail 

ejectors, an. a card c ' 
a card connector which 

right-angle or straiahi- • "^'^ 

straight-pm-and-socket type 
connector also „,ay be of a 

y De of a type which permits ^h« 
to reside in a h,, ^ Permits the Pc card 

in a bucket-and-motherboard environ™ . 
environs, or a stan.-alon. e:::::::; 

-^:::r:ce:::T::;-v^ = — » - • 

^'"^ X, at least one flacu tt,^^ 

^ program loader 3 . ""^^P 2' ' 

^aer 3, an update module 4 

terminals (not . ^ °f 

(not Shown) for communicating with 
cards. The c^t-h ^'^^ 
car. „ay also .e e,„ipp,, ^^^^^ 



I 



wo 96/02034 PCT/US 95/0787 2 

9 

serial porr 5 which enables it t:o communicate with a 
peripheral unit 7 through an RS-232 interface 6. The use of 
an RS-232 channel advantageously allows the PC card to 
conanunicate with different types of peripherals independent 
of the operating system of the computer. As will be 
explained, the peripheral may be a host computer system 
such as a Sun microcomputer, a VAX, or a personal computer. 

Firmware for the microprocessor system is stored 
within the FLASH memory and may include application 
programs as well as any microprogram governing" the internal 
control of the microprocessor system, such as the Basic 
Input/output system (BIOS) of the microprocessor. The 
application and control programs stored in FLASH memory 
determine the specific functions and applications the card 
will perform- The PC card, for example, may be programmed 
to serve as a processing unit for an avionic bus analyzer, 
a controller for portable maintenance aids for aircraft and 
other vehicles, a memory loader verifier, and a primary 
controller for all new organizational level test sets. 

A preferred embodiment of the method of the present 
invention is carried out in accordance with a special 
control program stored in a portion of the FLASH memory 
which may or may not be subject to modification. Referring 
to Figure 2, under the control of this program, the 
microprocessor, upon system initialization (i.e., when 
power is applied to the PC card) , interrogates the RS-232 
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a=«3s 

be supported. (SRAM) may also 

Specific uses fn»- i-u 

^er m its most basic form xt ^ . 
-..urn amou. of - - 

- capabiut. Of. a personal co.pu.er. " 
computer systems, fo. ,,3,,, "'^"^ 

°f a personal computer and any pc boa.n 
"•ay be added onto th ^ "^^*=^ 

onto the motherboard. >, 
drives, hard disks or h • ^' housing, hard 

' °" '^^P^^^' -"itors are included.) 

Hugged personal computer systems may be emol . 
example, in an avf« • ^^nployed, for 

an avionics system of a fighter aircraft . 
containing fi^^are stored • ^^^^^^^t. a pc 

stored in a flash 
installed in tho memory may be 

m the rugged personal computer to 

dedicated application. The meth h " 

^'-'jj. j.ne method of th*^ . 

then could be used ^ Present invention 

used to update the firmware of the pc . 
enable the card ^« ^^"^ ^° 

=ard to com^nunicate with the variety of . 
systems in i-u^ ■ variety of sub- 

it tc ru„ a 1 " 

-^"n a diagnostic progra. to test .„ , 

=ou„t«.easu« su.-syste. o. t.e ai^.I 

Aircraft, a host computer • 
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' ^ iicp^d to downloaa new 
oe use. ^^^^^^^ 

— -ic. wouxa ^^^^ ^^^^^^^^ ^^3, 

n^onitoring sub-system. ^^^^^^ 

f the PC card emulates a hard disk 
memory of the 

personal computer. 

aata lexers. «e.ory load.r ver.f.ers, 
„o„i.ors for use in arouna air=ra». 

•.■hions to the invention 
o,,er »odif i=a.ions and var.at.cn. 

„t to those skilled in t" art £r 
- ^ ^ certain e„.=di.en« 

,ore,oin, disclosure. THUS, ^^^^^^^ 

the invention have heen ^^^^^'^'^J ^^d. 
. „ill . apparent that ^ J ^e 
thereto without departing froB the spir 
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A method for r,>. 

Progranuning a 

perform at 1.=^^ -"^^^oprocessor system ^ 

■^-ast one predPi-o,--. • ^-ystem to 

--^ „,^j^ ^^^^^^ 

method comprisinn 4.u 

providing at least o ^^^^^ ^f-' 

■t-^^st one FLASR ™« 

^y"e„,. °' ths .ieroprccessor 



^ computer 
=°-u„i=,„„„ ^^^^ 

P^^form said function. 

2- The method recit«^ • 

a. - " one . 

said memory. computer program 
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board is adapted £=r installati 

=„ TSA architecture, 
having an ^ 

3 wherein programming of 
The .ethod recited .n c a , of an 

.ne microprocessor syste. occur 
operating syste. of the computer. 

, 3 Wherein programming of , 
- " r ,:c..pus..d ..i.e .aid 

the microprocessor sys en, , , ^ . „ an end ItM 

ooard regains installed 

configuration. 

i„ 1 wherein said circuit 
.ethod recited .n c ^ ' ^.^^^.^ ,or 

.oard em.odying the -^-^--^J, 

• v« a stand-alone, rugy= 
installation into a stan 

. .laim 1, wherein said circuit 
- The method recited m ^^^^^^^ 

-^^^^^^^^^^^^^ strriel. system, 
installation into a stan 

.«d in cl"" ^' """"" 
™e method recited ^^^^^^^ ^„ 

oom=unication means includes a serial 
RS-232 interface. 

1 Ar. 1 wherein said peripheral 
3. The method recited in claim 1, wh 

unit is a host computer system. 



!'6/0203<< 

PCT/US9S/07872 

The method recited • 
— - a ....... JJ""/' — -ai. 

-"trol. ^^"^"^ having diagnostic 



The method recit^.^ • 

^ m claim 1 

P"9r« e„.Me. .aid . "-^"^ 

^system to operat*^ 
an avionic bus analy.er. ^ sing unit 

The method recited • 
P-o™ is BIOS firmware." ^^^^^ ^^P^^- 

13. The method recited • 



management control. ^^""^ ^^^^""^ built-in 



power 



The Bethod recited ■ 

includes . c=„„ecti„T =^'-" 
^ -=the«cerd 3,id 

P=«onal computer. 

"^'Hod recited in • 
"oard includes , circuit 

- - crds in rr^"^ " — 

a card-staclcable fashion. 

In a "ii='-oprocessor svst. 
embodied wthin a circuit / " ^ '"^ ^' ' 

a co„p„ter, said cTrcu ""^^ ■ 

— .or co^unicatin, „ TlT""" ' ""^ • 

improvement ccprises, """^ ""P"-' "'■arein the . 
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the .ic.cpr==.-°r syste.. s.xd 
storing fir.,ware downloaded 
,i„w.ra .ein. upda«d w.th a co«P 

host computer when a signa 
.,.d ^^^^^^^ ^^i^ ,y«e». 

presence of the host computer 

, 16 further oomprlsin?: 
„. system recited in cUi» i^- ^ ^^^^^^^^ 

, .uffer for storing the computer prog 

TiT;o:"lriting selected portions of 
3„ .pdate module f ^^^^ ^^^^^^ 

the firmware m said at 
computer program stored in said buffer. 

. • claim 16, wherein the firmware 
,8. The system recited .n cla.m 

^ +. an operating system 
update occurs independent of P 

computer. 

, .™ 16 Wherein said firmware 

- — " lid remains installed in 

update occurs while said circuit board 

end item configuration in said computer. 

. , i„ 16 Wherein said computer 
20. The system recited in claim 16, 
system is a stand-alone, rugged computer. 

is an embedded computer. 
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-Cited in cllin ,e 
a serial ^^erein s;:»i^ 

=-^^-1 port coupled to an Rs-^^. • ''"^^ 

RS-^j2 interface. 

23. The system recit-=/i • 

, .r:::::r^" ---- =»p«„ 

controa. dU,„ostic 
"Cited in elal™ 

— " =.i. ...... ope. 

'■"^ "Cited in cia,„ 

™» =yste» recited in , 
includes . Circuit 
""a,e„,e„t control. ""^^^"^ "^-ing built-i„ p„„,^ 

'^^ =y=te» recited In , • 
inoI„.es a connectin, 
- a ™ot.er.„.rd .7ZZ 

«-^aMe .a.Hio„. ^ - =«d- 

™° in clai„ xe, „Herein • 

toard incluaes a connecting ' 

- PC cards in """^ '""^ -ard . 

in a card-staclcable fashion. 
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. rns.alla.icn into a computer, 

A PC card aaapred for 

said card comprising: 

a microprocessor; ...ipheral unit; 

. port in cc..unica.ion w.. P ^^^^ ^^^^^ 

r.r.y^, in communication wn- 
on. rU.SH .e.o„^a^^ ^^^^^^^ ^ ,,.,,«™i„e. 
£cr driving said „^ a ==»pu«,: 

— - „..c.V 

program dovnlo.d.d peripheral unit 

peripheral u„i. -hen a s.na ^^^^^^^ ^^^^ ^^^^^ ^^^^ 

,3 d.«c«d h, .he ..=.oP.o=e ^ ^^^^^^ ^^^^ 
,p,,« occurring independent of 



computer . 



1 4™ 29 further comprising: 
. PC card as recited in cia.»J ■ ^„ 

J i« -Por rewriting 
an update nvodule ^^^^^^^^ 

said at least one FI^SH memory 
stored in said buffer memory. 

..ed in claim 29, wherein the firmware 
3,. ^ne PC card recited in ^^^talled in the 

.p.ate is accomplished while the card 
computer in an end item configuration. 

. 29 Wherein said computer 
.s a stand-alone, rugged personal computer. 

, 29 Wherein said computer 
J r-ocited in claim 29 , wne 
33 . The PC card recitea 

is an embedded computer. 
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The PC nsi-^ 

card recited in ^i • 

' - - " «^":^^':::::r ^^^^ 

35. The PC card 

card recited in ni ■ 

«rd recited in cl • 
program is a h • ^^^^^i" -aid con. 

^= a ^"ilt-in-test computer 

^--^ 'diagnostic 

PC card recited • 
— -ined ..nction is to si ^^^^^ -id - 

^" -ionic bus analyser. " ' ^^-essing unit for 



The PC card 



firmware. computer 



—processor has a . ' ^^^in ^aid 

be extended t '^^^ ^"^'^"^"^ ^"^-^ 

P-ripherals. ° o.-^o.rd and off-^oard 

40. The PC car-^ 

ard recited ' 



personal computer. 
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41. The PC card recired in claim 29, furrher comprising a 
connecting means for connecting said board to other PC 
cards in a card stackable fashion. 
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